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Abstract. Test and validation of embedded array blocks remains a major challenge in today’s micropro-
cessor design environment. The difficulty comes from twofold, the sizes of the arrays and the complexity
of their timing and control. This paper describes a novel test generation methodology for test and valida-
tion of microprocessor embedded arrays. Unlike traditional ATPG methods, our test generation method
is based upon the high level assertion specification which is originally used for the purpose of formal
verification. The superority of these assertion tests over the traditional ATPG tests will be discussed and
shown through various experiments on recent PowerPC microprocessor designs.

Keywords: High Level Test Generation, Assertion Test Generation, Design Validation, Logic Verifica-
tion, Symbolic Trajectory Evaluation

1. Introduction to 2 million transistors, which may consist of tens
of thousands or hundreds of thousands storage el-
ements. These storage elements are usually mod-
eled in terms of predefined primitives (such as
transparent RAMs) which can be understood by
the Automatic Test Pattern Generation (ATPG)

tools. There are two disadvantages with this ap-

Embedded arrays (such as cache, cache tag, look-
up tables, register files, etc.) are complex sequen-
tial logic blocks which represent one of the major
challenges in modern microprocessor design envi-
ronment. The challenge comes from two ways: the

size of these arrays and the complexity of their de-
signs. For example, typical arrays in PowerPC
microprocessors may contain from 200 thousand

*IBM, PowerPC, and PowerPC603e are trademarks of IBM
Corporation in the United States, or other countries, or
both

proach. First, usually it is a tedious and painful
process to model complex array behavior in terms
of a set of predefined primitives. More seriously,
sometimes it is difficult to model arrays perfectly
for traditional ATPG tools to capture the complex
timing and control. As a result, fault coverage
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Fig. 1. Instruction Cache Organization

loss becomes inevitable and extensive Design-For-
Testability (DFT) works are usually required.

In today’s RISC microprocessors, arrays may
contain up to 80% of the transistors in use. Hence,
their validation and test becomes increasingly im-
portant. While traditional ATPG approaches fail
to provide a good and economical solution to the
problem, in this paper we will present a novel test
generation methodology for arrays (preliminary
results were also presented in [14]). Unlike tra-
ditional ATPG approaches, our method is based
upon the high level array assertion specification.
High level assertion specification is originally for
the purpose of verification. To verify the correct-
ness of an array design, at first a set of assertions
are created. Assertions are a set of antecedent
and consequent pairs which express the function-
ality of an array design in the temporal logic form
[10]. The actual implementation is formally veri-
fied to be equivalent to the specification using an
in-house formal verification tool based on Sym-
bolic Trajectory Evaluation (STE) [13]. Then,
the new test generation method utilizes the exist-
ing assertion specification which interprets a de-
sign in the form very different from the common
Register-Transfer-Level (RTL) view. Without go-
ing through the lower gate level view, the new
approach avoids the extensive DF'T works.

The paper is organized as follows. In Section 2,
we review test and verification methodology and
identify the problems of test generation for arrays.
Sections 3 explains how assertions are applied to
verify arrays using STE. In Section 4, techniques
for generating assertion tests are described in de-
tail. To demonstrate the superiority of these tests,
in Section 5 assertion tests are compared against
ATPG tests based upon the single stuck-at fault
model at both gate and transistor level, as well as
based upon the logic design errors. Encouraging

results are obtained on array designs from recent
PowerPC microprocessors.

2. Background

Embedded arrays in PowerPC microprocessors are
varied and complex. They can be as simple as reg-
ister blocks like general-purpose registers (GPRs),
floating-point register (FPRs), and segment regis-
ters (SRs), or more complex like the block ad-
dress translation unit (BAT), table look-up buffer
(TLB), and so on. Large arrays include instruc-
tion cache (ICACHE), data cache (DCACHE),
and their corresponding tags (ITAG and DTAG).

As an example, consider the instruction cache in
PowerPC 603¢ '™ microprocessor [16]. The struc-
ture is illustrated in Figure 1. The cache is config-
ured into four ways each with 128 sets. A set con-
tains 8 contiguous words from memory. Several
status bits are used to implement the LRU (least
recently used) algorithm for cache replacement.
There are usually multiple read and write ports to
simultaneously access the cache. Moreover, there
is control logic to decide how read/write conflicts
should be resolved.

The arrays comprise storage elements, together
with complex timing and control logic that deter-
mine how they are used and updated. These ar-
rays in our recent processors comprise more than
50% of the on-chip area, and up to 80% of the
total transistors in use.

In a regular design flow, an array design is rep-
resented by three views. They are:

¢ the high-level (or RTL) view
¢ the gate-level view
¢ the transistor-level schematic view.

These three views form the design data triangle
as shown in Figure 2. Each view on this triangle



represents design data required for a particular set
of tools and applications.
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Fig. 2. Design Representations

The RTL view is the most abstract, in the sense
that it is a high-level specification of the design,
where all functionality is described using high-
level constructs. Usually, the gate-level views are
generated from the RTL models directly, which
are used for the test generation purpose.

In a normal design flow, the RTL model for a
module is first derived. Extensive functional simu-
lation at the full chip level is carried out to verify
the correctness of the RTL view before the de-
sign is actually implemented. Normally, the RTL
model is passed to the synthesis tools to generate
a schematic view. For some blocks such as em-
bedded arrays, since performance is crucial, they
are custom designed so that timing can be opti-
mized as much as possible. This ends up with very
complex control so that many operations can be
squeezed into very few short clock cycles.

2.1. Logic Verification

The goal of logic verification is to verify the
equivalence between the design specification (the
RTL view) and the design implementation (the
schematic view). In the design data triangle in
Figure 2, all three views should be equivalent.
Traditionally, vector simulation is used for logic
verification. Due to the exponentially large num-
ber of patterns required for exhaustive verifica-
tion, vector simulation is always questionable re-
garding its completeness. Traditional boolean
equivalence checking is not completely suitable
for arrays either because of the complex timing
scheme involved and mismatch among latches in
different views [9]. One method that we have em-
ployed in the past to verify the equivalence be-
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tween the gate level and the transistor level views
of a design relies upon the use of ATPG test vec-
tors generated on the gate level view and sim-
ulation of these vectors on the transistor level
schematic view [7].

2.2. Introduction of the Verification View

To properly verify the design views, formal
verification with Symbolic Trajectory Evaluation
(STE) [13] provides a feasible alternative [7]. In
this new verification methodology, a set of asser-
tions are created for a design (details will be de-
scribed in the next section). Assertions represent
a complete set of high level properties for which
the design should satisfy under normal operations.
Assertions can be thought as the golden forth view
of a design, which can be proved to be equivalent
to all others under STE. Hence, while the RTL
view is devised for the purposes of functional sim-
ulation and logic synthesis, assertion verification
view exists for the reason of formal verification.

The advantage of this scenario is that not only
the equivalence between any two views can be ver-
ified but also the correctness of RTL model can be
checked again independently. Therefore, if there
is any unexpected functional/logic error left in the
RTL model after the extensive functional simula-
tion, the error will be captured during the STE
verification process.

Although STE provides the most comprehen-
sive verification for arrays, simulation based meth-
ods are still required for the following reasons. De-
signer generated tests for embedded arrays pro-
vide perhaps a quick way for detecting errors in
the early design cycle. In addition, because of the
limitations of the switch level simulation model
[4] used in STE, delays and other detailed elec-
trical properties (crosstalk, power, noise) are not
verified, and hence more detailed simulation is re-
quired for further validation of various electrical
properties.

2.8. Test and Test Generation

Testing for arrays is achieved in two ways. For
the core array elements such as memory cells,
they are tested by Built-In Self Test (BIST) cir-
cuitry implementing certain marching algorithms
[8]. ATPG generated scan tests are used to cover
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all other control logic surrounding the memory
cells. At our design center, all array modules are
fully scannable. To enable the ATPG tools to un-
derstand the array logic, proper gate-level view
is created. Usually, the gate-level view is synthe-
sized directly from the RTL model using an in-
ternal tool so that test generation does not wait
until the actual design implementation is finished.
This allows us to obtain test patterns as early as
possible in the overall design flow.

As described in the Introduction, test genera-
tion on arrays represents a major challenge in the
overall test and validation flow.

Due to their large number of storage elements,
arrays are usually modeled with a set of predefined
higher level primitives, such as RAM and latches.
Once an array can be modeled in this way, ATPG
tools understand how to propagate an input signal
through a primitive to its output. For example, a
sequence of predetermined control and clock sig-
nals is able to propagate an input of the RAM to
its output. Such sequence comprises so-called test
procedure. With test procedures, ATPG tools can
simplify its view on sequential elements. This sce-
nario works fine for arrays if they can be perfectly
modeled by the given primitives.

For high speed microprocessor design, arrays
are crucial for performance. Therefore, they are
designed with very complex timing scheme to op-
timize their operation speed. As a result, DFT
engineers spend tremendous amount of efforts to
develop proper gate level test view models for ar-
rays using the available primitives so that they can
be fully understood by the ATPG tools. Without
the DFT work, fault coverage loss is inevitable.
For the most complex array blocks, sometimes, it
is simply impossible to model them properly.

Due to the limitations of ATPG tools and the
process of DFT, ATPG generated tests based on
the gate level test view have to be simulated at
the transistor level in order to verify their correct-
ness. Typically, some of these vectors will fail the
simulation. Then, the process of “modifying the
test model — generating tests — simulating them
at the transistor level” has to be iterated until all
vectors pass. The process can be very tedious.

In summary, test generation for complex array
blocks poses a major challenge in test and valida-
tion methodology.

¢ Gate-level test views are created and modified
to be used solely for the ATPG purpose. This
extra view imposes additional burden on the
verification.

¢ Properly modeling an array with ATPG un-
derstandable primitives is a tedious pro-
cess, involving creation of extra logic and/or
changes of the primitives. Such DFT works
are necessary to obtain high fault coverages
on arrays.

¢ Regardless of how hard we may try, for some
array designs, traditional ATPG tools are sim-
ply too limited to handle them, resulting in
unsatisfactory fault coverages.

2.4. Assertion Test Generation

- Test Vectors
Verification —
Assertion View

erify

Transistor-Level
Schematic View

RTL Model

Fig. 3. New Design Representations

Test generation from the high level assertion
specification provides an ideal solution to the
problem of both test and verification. If tests
can be derived directly from assertions, DFT on
the gate level test view is no longer required and
hence, eliminate the verification needs associated
with it. This also avoids the troubles of going
through the ATPG tools. Hence, instead of cre-
ating complex gate-level views for arrays so that
they can be tested through ATPG tools, the new
flow utilizes the high level assertion specification
which already exists for the purpose of STE veri-
fication. Figure 3 shows the resulting different de-
sign data perspective from that in Figure 2. In the
Figure, both the RTL view and schematic view are
verified to satisfy the verification assertion view
while test vectors are derived directly from the
assertions.

Assertion tests are more like functional tests for
the individual array block. They can be used to
debug a design after STE verification discovers



that there is a discrepancy. From this perspective,
assertion tests are much more useful than ATPG
tests because it is usually harder to capture the
functional intention of a sequence of ATPG pat-
terns. For large designs where STE formal verifi-
cation becomes inefficient due to the large amount
of memory required, assertion tests provide an in-
expensive and effective alternative for verification.
Finally, assertion tests will be used to detect man-
ufacturing defects and hence, replace the ATPG
tests.

In the following, we will first describe how as-
sertion specification is constructed and also in-
troduce STE formal verification approach for ar-
rays. Then, test generation from assertions is pre-
sented. Although we have described many advan-
tages with the assertion test generation, it remains
to be shown that assertion tests are superior to
ATPG tests from the quality perspective. In Sec-
tion 5, comparison results will be reported.

3. Assertion Specification and STE For-
mal Verification

DIN(O..1)

ool o DOUT(0..1)

ADDR(0.1)_ |01| C1
—

10|_c2 <l_|

WR CLK o |11] c3 RD_CLK

Fig. 4. A simple array example

As described before, assertion specification for ar-
ray exsits for the purpose of STE formal verifi-
cation. STE [13] is a formal verification tech-
nique which is a descendant of symbolic simula-
tion [5]. At the core of symbolic simulation, Or-
dered Binary Decision Diagram [6] is used to effi-
ciently manipulate boolean functions. In STE, a
circuit is specified in terms of a set of properties
in a restricted temporal logic form. Properties are
expressed by so-called “assertions” which are of
the form “Antecedent — Consequent” where
both “Antecedent” and “Consequent” consist of
a number of formulae. Formulae can be simple
predicates such as “line A is ‘a”’ (line A holds the
symbolic value ‘a’ at current time), or conjunc-
tions of these simple predicates. Formulae can be
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applied with the next time operator in order to
state the facts such as “line A remains ‘a’ in the
next time step.” It is also possible to apply do-
main restriction so that “line A remains ‘a’ when
D is true” can be expressed. This simple logic in
STE is sufficient for the array verification purpose
[7] [10] [11].

As an example, consider a simple array with
only four memory cells C0, C1,C2, and C4 (2 bits
each), one write port with a write clock, and one
read port with a read clock. The array struc-
ture is shown in Figure 4. There are two oper-
ations defined for this array: read and write. For
read, ADDR will be supplied with the address plus
RD_CLK being set to high and WR_CLK being set
to low. DIN is ignored for read. For write, DIN
holds the data and ADDR points to the address
with RD_CLK being set to low and WR_CLK be-
ing set to high. If both clocks are low, then there is
no action on this array. It is illegal for both clocks
to be high in the sense that the surrounding logic
will guarantee this never happens. To specify the
write operation, a “write” assertion can be very
much like the following.

Initialization: Array[A] = D at time 0
where symbolic address A = aga1
and symbolic data D = dod:
Antecedent: (Set controls to write)
DIN= C and ADDR= B
during time period (0, T
where C = cpe1 and B = bob1
= (lead to)
Consequent: at time T,

if (A = B) then Array[A]=C
else Array[A] = D

Separate procedures will be done to specify the
details of how to initialize the array and how to
write data into it. For instance, for write oper-
ation, it may involve keeping RD_CLK to be low
for all time, and setting WR_CLK to be high from,
say time T'/4 to 3T /4 while keeping it to be low
for the remaining periods. The time stamps such
as “T'/4” “3T[4” and “T” can be arbitrarily se-
lected as long as it guarantees that in the sym-
bolic simulation all signal changes stablize before
the next input changes occur. In other words, the
relative order of these time stamps are important,
not their absolute values. The power of such an



6 Wang and Abadir

assertion lies in the use of symbolic indexing, such
as A and B. With symbolic address A, a simple
reference in the consequent such as “Array[A]”
actually covers all cells in the array.

With STE, operations specified in the an-
tecedent (including the initialization which is
treated as part of the antecedent) are symbolically

simulated, and then conditions declared in the
consequent are asserted. For example, at time 7,
symbolic simulation obtains the following boolean
expressions if the array is correctly implemented
(where X is the ternary constant defined in the
simulation [4]):

Table 1. Results of Symbolic Simulation

Let (A = B) := (apa1bob1 + afa1byby + aga’ bob) + apa’byb))
Let (A #+ B) = (a0a1bob1 —+ a6a1b6b1 —+ aoa’lbobll + aaa’lbi)bll)’

After Symbolic Simulation:
bit 0 of cell CO
bit 1 of cell CO

bit 0 of cell C3
bit 1 of cell C3

(A= B)[bgb'lco + (boby + b6b1 ~+ bob1)X]
(A = B)[bﬁb’lcl + (bob’l + b6b1 + bobl)X]

(A = B)[bobico + (bob’l + b6b1 + bsbll)X]
(A = B)[boblcl + (bobll - b6b1 = bsb’l)X]

(4 #
(A #

B

B
(A # B)[aoaido + (aoa) + apa1 + apa’ ) X]
(A # B)[aoa1d1 + (apa) + aga1 + agal ) X]

+ )aga’ do + (aoa) + aga1 + apar)X]
+ agaidi + (aoa] + aga1 + aoa1)X]
+
J’_

These symbolic simulation results are then com-
pared against the conditions specified in the con-
sequent. In this case, they match and the design
passes the assertion. Otherwise, the process of
STE fails. An in-house tool called VerSys built
on top of Voss [12] is used to verify that RTL and
schematic views satisfy the same assertion speci-
fication.

In the following, we will describe the specifica-
tions of several classic designs in an array. In the
next section, we will explain how to generate tests
from these array specifications.

tag_out(0..19)
select(0..1 tag data tag data _
ey | . [an_cu-
index(0..4) 1 data_out(0..31)
° e ® way_out(0..1)
tag(0..19) . . —f
—- o .
data(0..31) 31 hit
way 0 way 3
[}
Bl x| o =
El 3| B &
£
©
]

Fig. 5. A simple TAG example

3.1. Static RAM

First example is a simple tag array design as
shown in Figure 5. This array has been simplified
from an actual tag design but still captures several
important features in common tag arrays. In this

design, core memory can be divided into 4 blocks
where select(0..1) selects which way to be oper-
ated on. For each memory block, address is given
through index(0..4) for selecting one out of the 32
locations. There are three major operations de-
fined in this array: static write, static read, and
tag load.

static write For a static write, sram_mode is set
to high. weclk is high and rclk is low. reset is
kept low. A 20-bit tag is placed at tag(0..19)
while the corresponding 32-bit data are at
data(0..31).

static read Similarly, sram_mode is set to high.
rclk is high and wclk is low. reset is
kept low. Tag is read out at tag_out(0..19)
while the corresponding data are read out at
data_out(0..31).

tag load The incoming tag is placed at tag(0..19).
sram_mode is set to low. rclk is high and welk
is low. reset is kept low. The tag is compared
to the tags stored at location index(0..4) of
all 4 memory blocks. If there is a match, then
the corresponding tag and data are read out.
way_out(0..1) will point to the matched block
and hit becomes high. Otherwise, hit is low.

To specify the static write operation, the asser-
tion can be the one shown in Table 2 (time stamps
are omitted for simplicity). First, all array blocks
are initialized with potentially different symbolic
values using the same symbolic index A. Then,



a symbolic selection vector S is given so that at
one write, all four ways can be checked simultane-
ously. The consequent for each of the four ways is
similar to the “simple write” assertion described
earlier except that in addition we should specify
that all other array blocks are not affected by the
write.
Table 2. Assertion for Static Write

Initialization: Array;[A] = T; D;,
Vi=0,1,2,3

(set controls to write)
tag= T, data= D,
index= I, select= S

Antecedent:

—> (lead to)
Consequent: for k=0,1,2,3
if (S=k)
if (A=1) Arrayiy[A]=TD
else Arrayg[A] = Ty Dy
Vj # k, Array;[A] = T; D;

Time o 25 75 100
| | |

o]
|

caa| [0 BT T
| [ ]

select |

sram_modge | | |

Fig. 6. Timing and control settings for static write

With symbolic indexing and symbolic way se-
lection, the assertion for static read can be con-
structed similarly. Note that separate procedure
is needed to set the control signals to achieve a
read or a write in the antecedent. For example,
for a write operation, the procedure may involve
setting rclk to be low, sram_mode to be high, and
reset to be low from time 0 to 100, plus setting
wclk to be high from time 25 to 75. This timing
and control settings are illustrated in Figure 6.

3.2. Tag Load

The assertion for tag load is described in Table
3. Note that in the consequence part, it guaran-
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tees that there is at most one hit. This is achieved
using the domain operator “when”.

Table 3. Assertion for Tag Load

Initialization: Array;[A] = T;D;,
vi=0,1,2,3

Antecedent: (set controls for tag load)
tag=T, index= A

—> (lead to)

Consequent: if (T, =T)fork=0,1,2,3

data_out() = Dy, tag-out() = Tk,
way-out() = 00, hit = 1
when (T}, #T;)Vj # k

if  Vke{0,1,2,3}(T # Ty)

hit=10
3.8. Pseudo LRU
validin_ | tag gata valid LRU bits
tag(0..19) 0 tag_out(0..19)
| -
was_sel(0..2) data_out(0..31)
—- | —
. (XN .
data(0..31) . * way_out(0..2)
31
index(0..4)
—_— way 0 way 7

I

Fig. 7. An LRU example

rclk

Figure 7 shows a design similar to Figure 5 ex-
cept that this time, a pseudo LRU control is in-
cluded. A new operation called replace can be de-
fined with sram_mode being set to low. Replace
is a write operation where the Least Recently Used
block defined by the LRU bits is replaced. Hence,
in this case way_sel is ignored. Also, during a read
or write, the LRU bits should be modified to re-
flect the facts the corresponding block entry is re-
cently being accessed.

The pseudo LRU control algorithm (which may
not implement a true LRU) usually involves two
sets of rules. In the first set, the rules con-
trol which way to be replaced based on the LRU
bit values. For example, if the LRU bits are
“00x0xxx” then it is way 0 to be replaced. The
second rules control how to modify the LRU
bits after an entry is accessed. For example,
“lixlxxx” are ORed with the exist bits if way
0 is being accessed. We will use R; to denote the
replacing rule and M; to denote the modification
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rule for way i. Note that the replacing rules are
mutually exclusive.

In the LRU, a new array “valid” is added for
each block. The additional valid bits also control
the replacement. When a replacement is needed,
the control logic will scan the valid bit from way 0
to way 7 and replace the first way whose valid bit
is zero. Only if all valid bits are 1 will the LRU
algorithm be involved. Also, for the “tag load”
operation, only those tags whose corresponding
valid bits are 1 will be used for comparison.

Table 4. Assertion for LRU

Initialization: Vk=0...7
Arrayg[A] = Ty Dyvg,
LRU[A]=L

Antecedent: (set symbolic controls for replace)
tag= T, index= A, data = D
—> (load to)
Consequent: fork=0...7
if (vp =0)

Arrayg|A] = TD1

LRU[A] is modified by rule Mj
other blocks are not affected
Stop the consequent check here.

fork=0...7
if Ry, is true

Array,[A] =TD1

LRU[A] is modified by rule Mj
other blocks are not affected
Stop the consequent check here.

To verify that the LRU algorithm is correctly
implemented as specified, the assertion in Table 4
is supplied. Note that in the consequent, all possi-
ble conditions for replacement are enumerated. It
is also note that a later condition depends on the
false of all conditions stated before. With sym-
bolic index A, all array rows are checked in a sin-
gle assertion. A appears in both antecedent and
initialization since otherwise (if the index in an-
tecedent is different from the index in consequent)
the LRU part will never be involved.

In this Section, we have seen the assertions for
several classic array designs. An assertion is a rule
which a particular array operation should obey. In
essence, assertion can be seen as a program which
can be interpreted by the STE process. The an-
tecedent (and the initialization) consists of a se-
quence of “actions” to set the array to some ex-
pected states, and the consequent comprises a set
of (mutually exclusive) conditions which the re-

sulting array states should satisfy. Usually, to
completely specify an array, four to five assertions
are required. Note that with symbolic controls,
more than one operations can be specified in a sin-
gle assertion. For example, in the simple Tag ex-
ample, setting “sram_mode” to a symbolic value
“s” for a read can combine both “static read” and
“tag load” into a single assertion.

At our design center, a high level Array Specifi-
cation Language is designed to facilitate assertion
writing (and assertion test generation as well).
Such an assertion can then be translated into a
more detailed code in FL, the underline functional
language understood by the STE process [12]. As
we have seen, assertion specification which hides
many implementation details describes an array in
a perspective very different from that by the RTL
view. While RTL view exists for simulation and
synthesis, assertion view is more suitable for the
needs of test and verification.

4. Assertion Test Generation

The basic idea to generate tests from assertion is
simple: For each condition in the consequent, a set
of test patterns are generated according to what
have been specified in the antecedent.

Write Array[A]=D
Write Array[B]=C

A\=B

Array[A]=C

Fig. 8. Assertion tree for the simple array

We first consider the example in Figure 4 again.
An assertion tree is constructed and shown in Fig-
ure 8. Then, we will generate tests to cover all
paths in the tree. Note that A B C' D are sym-
bolic vectors. The simplest way is to fill up those
symbols with randomly generated vectors. Hence,
the tests can be the following.

Pattern 1:  (cover A # B)
Write Array[00] = 01
Write Array[10] = 00
Read Array[00]
Pattern 2:  (cover A = B)

Write Array[11] = 10
Write Array[11] = 00
Read Array[11]



Recall from Section 2 that these tests are used
for three purpose: validating design, debugging
errors, and detecting defects. As also mentioned
there, since memory cells are tested by BIST al-
ready, for defect detection, tests should target only
on those surrounding control logic that is not cov-
ered by the BIST. For this reason, the simple test
sequence shown may or may not be enough for
defects. For design validation, these tests are ob-
viously not sufficient.

To extend the pattern set, we may enumerate
all the possibilities in the address space. This re-
quires 2™ x 2™ patterns where n is the address bit
length. This approach is very inefficient. To do
a better job, extra test knowledge will be built in
with the assertion tree so that instead of gener-
ating tests by a straightforward expansion of the
tree from symbols to constants, a more sophisti-
cated marching algorithm will be used. Suppose
the address bit length is n (with 2” memory lo-
cations). The modified marching algorithm looks
like the following [2].

Table 5. Address Marching

For 1=0...2" -1

Array[i] < unique random data d;
For 1=0...2" —1 (Ist)

read Array[i]; Arrayli] < d}; read Array[i]
For 1=2"—1...0(2nd)

read Arrayl[i]; Array[i] < d;; read Array(i]
For 1=2"—1...0(3rd)

read Array[i]; Arrayli] < d; read Array[i]
For 1=0...2" -1

read Array[i]; Array[i] < d;; read Arrayli]

There are three levels of how the assertion tree
can be expanded. The first level is a simple
forward marching through all locations. This is
enough for all decoder faults and cell stuck-at
faults. The level two includes an additional back-
ward marching to cover all cell state transition
faults. Finally, the level three adds two more
marchings starting with the complement values to
cover coupling faults. Together with the simple
random filling, there are four different ways to ex-
pand the assertion tree into tests. Depending on
the purpose and the fault simulation results, we
can choose one of them to most efficiently meet
our needs. This simple assertion tree structure
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and its test generation approach serve as the ba-
sis of our test generation method described later.

The test patterns generated so far cover only
the normal operation space. To address those
tests beyond the normal space, we will construct
another decision tree based upon the procedure
which sets up control signals in the antecedent.
For the simple array, to do a write, it involves
setting WR_CLK to be “0 —+ 1 — 0” while keep-
ing RD_CLK to be 0. The corresponding control
signal tree is shown in Figure 9.

Fig. 9. Control signal tree from an assertion

Table 6. Tests for Abnormal Conditions

Pattern 1: (set WR_CLK = 010, RD_CLK = 1)
Array[10] « 01
Array[10] < 00
Read Array[10]
(set WR_CLK = 000, RD_CLK = 0)
Array[10] « 01
Array[10] «+ 00
Read Array[10]
(set WR_.CLK = 000, RD_CLK = 1)
Array[10] « 01
Array[10] «+ 00
Read Array[10]

Pattern 2:

Pattern 3:

As it can be seen, we alter control signals for
a normal operation in the following way. For a
signal whose value remains as a constant during
the operation, we complement the signal (such as
RD_CLK). For a signal whose value changes, we
replace each “change” with its “unchanged” value
(such as WR_CLK). The second rule can be ex-
tended in many way. For example, if the nor-
mal signal is “0101010”, then the “off side” sig-
nals can be “0001010” “0100010” “0101000” and
“0000000.” The key idea here is to delete a proper
signal change and generate a test on it. In other
words, we are testing the “necessary condition”
for the operation. Hence, three more patterns will
be generated for the three question marks in the
Figure. Since the normal operation is a write, the
random filling approach described earlier will be
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used here for the three question marks. No ad-
ditional marching is required. The three patterns
are shown in Table 6.

The three patterns above provide a way to
reach those test space beyond normal operations
and hence, may detect wired defects/design errors
which can not be seen during normal functional
mode. However, some of the paths in the control
signal tree may be illegal in the sense that they
may cause unwanted behavior such as race, haz-
ard, or oscillation. Therefore, all “side-path” vec-
tors will be simulated with logic simulator (before
fault simulation) to make sure that these vectors
are valid.

In the following, we will extend the basic test
generation techniques described so far to the three
verification examples discussed in the previous
section.

4.1. Static RAM

sram_mode

Fig. 10. Control signal tree for the assertion

The assertion tree in Figure 11 can be derived
directly from Table 2 . By comparing Figure 11
to Figure 8, the static write tree here comprises
four subtrees which match the structure in Figure
8. The four subtrees are selected by the condition
symbol S = sgs;. Therefore, one of the four dif-
ferent ways of generating the tests (one random
and three marching) described above can be used
to generate tests for each subtree. We arbitrar-
ily choose level 2 marching for way 0 and 3, and
level 1 marching for way 1 and 2. Also, in Fig-
ure &8, there is only one condition check in each
leaf. Here, additional check to make sure that
other blocks are not affected is necessary as spec-
ified in the assertion. This implies reading from
other blocks every time after a new write is done.
These additional reads can be injected for only
one address location, all addresses in one pass of
marching, or all addresses in all passes of march-

ing. Again, this can be an option depending on
the purpose and simulation results. The resulting
tests can be the following (assume n-bit address
space).

Table 7. Tests for Static Write

For 1=0...2" -1
Array;[i] < unique random data d;,
for j =0,1,2,3

For 1=0...2" -1
read Arrayo[i]; Arrayoli] d()i; read Arrayo[i]
read Array [i]; read Arrays[i]; read Arrays[i]
read Arrayi[i]; Array[i] < dy ; read Array:[i]

read Arrayi[i]; read Arrays[i]
read Arrays(i]; Arrays[i] < dj ; read Arraysli]
read Arrayo[i]; read Array[i]; read Arraysa[i]
For =27 —-1...0
read Arrayo[i]; Arrayoli] < do;; read Arrayoli]
read Arrays[i); Arrays[i] < ds;; read Arrays(i]

H
5
read Arrayoli]; read Arrays[i]; read Arrays[i]
5
read Arrayoli];

[

[1]
[1]
(7]

read Arrays[i]; Arrayz[i] < dj ; read Arrays|i]

[1]
[1]
(1]

Note that if the above test sequence is too ex-
pensive. It can be reduced by not reading from the
other three block for every i. Instead, a single i
(say at 0) or a few i can be randomly selected. The
key idea here is that the basic structure in Figure
8 will lead to the choice of a marching sequence,
but any additional “side conditions” indexed by
the symbolic address can be checked either at “a
particular point of the march” or at “every ad-
dress during the march”, depending on the needs.
It is not necessary that these side conditions be
checked at every step.

The control signal tree is shown in Figure 10.
The complete tree structure is expanded there.
However, we may choose to generate tests for each
question mark only. In other words, we allow to
flip a control signal only one at a time and ig-
nore multiple changes. Although it is possible to
generate tests to cover the whole tree, Figure 10
demonstrates a more logical way to test only the
necessary conditions. Also consider single stuck-at
faults. It is more reasonable to flip a signal one at
a time in order to detect the stuck-at faults than
flipping multiple ones all together. The result-
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ArrayO[A]=T0 DO
Array1[A]=T1 D1
Array2[A]=T2 D2
Array3[A]=T3 D3
Write Array(S)[I]=T D

12
3
oS N
>

Arrayl1[A]
=TD

ArrayO[A]
=TD

Array2[A] Array3[A]
=TD =TD

Fig. 11. Assertion tree for static write

ArrayO[A]=T0 DO
Arrayl[A]=T1 D1
Array2[A]=T2 D2
Array3[A]=T3 D3
Load tag T at address
index = A

Fig. 12. Assertion tree for tag load

ing test pattern sequence will be similar to those
shown earlier for the simple array example.

4.2. Tag Load

The assertion tree is shown in Figure 12. In
this tree, there is only five leaves being defined.
Others are considered to be impossible in the sense
that surrounding logic will guarantee that those
situations never happen for the tag. For those
undefined leaves, we can choose either to ignore
them or to generate a single test for each one of
them by randomly filling up the symbols. This is
straightforward.

For the remaining leaves, we explain a new idea
called “data marching” in contrast to the “address
marching” described earlier. In data marching, a
symbolic comparison expression T' # T’ will be
filled up with the following sequence.

T 000...0 111...1
T 100...0 011...1
010...0 and 101...1
001...0 110...1
000...1 111...0

On the other hand, T'= T" will imply only two
tests: filling up T and T with an arbitrary num-
ber and with its complement. The purpose of this
data marching sequence is to detect all stuck-at
faults in a comparator. Therefore, for the leaf
labeled with “fail”, we will fill Ty, Ty,T5,T5 all
with 000...0 and 111...1, and supply T with the
marching sequence. For the remaining four de-
fined leaves, each will be given two patterns. For
example, for label 3 leaf, T3 = 0000011...1 =T
in the first pattern and 73 = 1111100...0 =T in
the second. In both tests, other three tags can be
filled with values other than that given to T3.

Note that in the antecedent, only one symbolic
address is used. Hence, there is no address march-
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ing required. We can fill this symbolic address
with a random number, a few selected addresses,
or all possible values. The resulting tests can be
the following (assume tag length m)

Table 8. Tests for Tag Load

Let ¢ = a single random address, or
a few random addresses, or

0...2" -1

(for k=0,1,2,3)
write tag 000...0, unique data dy; to Arrayy|i]
j= 0...m—1,
tag load with tag = 0...010...0
where 1 appears in the jth bit;
write tag 111...1, data d;ﬂ to Arrayyi]
j= 0...m—1,
tag load with tag =1...101...1
where 0 appears in the jth bit
write unique tag ty,, data sg; to Array[i]
tag load with tag = ty,, for k =0,1,2,3
write tag t’ki’ data s} to Array[i]

tag load with tag = t’k for k= 0,1,2,3

The tests for control signal tree will be similar
to those shown before and will be omitted.

4.3. LRU

ArrayO[A]=TO DO vO

Array7[A]=T7 D7 v7
LRU[AJ=L

Replace tag=T, index=A
data=D

Mol

M1

M7 X
Fig. 13. Assertion tree for LRU

The assertion tree for LRU replace assertion in
Table 4 is shown in Figure 13. The LRU exam-
ple demonstrates the case where consequent con-
tains complex conditions to capture complex con-
trol logic, but no symbolic address comparison or

data comparison involved. Therefore, neither ad-
dress marching nor data marching is required. In-
stead, each test pattern can be generated indepen-
dently to cover a path in the assertion tree.

Table 9. Tests for LRU

Let ¢ = a single random address, or
a few random addresses, or

0...2" -1

write to Arrayoli]... Arrayr|[i]
with unique random Tags and Data (T'D)o ...(T'D)7
For 7j=0...7
set valid bit 1 in Arrayo[i] to Array;_1[i]
set valid bit 0 in Array;[i] to Arrayr[i]
write 0000000 to LRUJi]
replace with (T'D)};
read Arrayo[i]... Arrayr[i] and LRU[q]
write to Arrayoli]... Arrayr|[i]
with unique random Tags and Data (T'D)o ...(T'D)7
set all valid bits to 1
For j=0...7
LRU[i] + random LRU bits satisfying R;
replace with (TD);
read Arrayo[i]... Arrayr[i] and LRU[i]
write to Arrayoli]. .. Arrayr[i]
with unique random Tags and Data (T'D)o ...(T'D)7
set all valid bits to 1
For j=0...7
LRU[i] + random LRU bits satisfying NO R;
replace with (7'D)j
read Arrayolé]... Arrayr[i] and LRU|[q]

First consider the vg = 0 branch. Although this
branch leads to an immediate conclusion regard-
less of other conditions, we do have the choices
of how to fill up the remaining conditions in the
subtree following the branch (not shown). For ex-
ample, we can randomly select a few values for
vy ...vy and/or ‘randomly fill up the LRU bits.
Note that the LRU bits decide which rule R; will
be satisfied (at most one) and it is also possible
that none of them does. The leaf labeled by “X”
represents the case where LRU bits satisfies no
R;. This is usually considered illegal. However,
we can choose to generate a pattern for this to
test the unexpected branch. The resulting pat-
terns are shown in Table 9 (Similarly, the address
space A can be randomly enumerated).

Note that the assertion tree captures the func-
tional intent of the control logic. Hence, although
some randomness is involved for the data part
while selecting the tests, the tests for the control
logic remains rather deterministic. 'While mod-



eling issues may incur fault coverage loss for tra-
ditional ATPG approaches, the new assertion-tree
based technique can still be more effective for ran-
dom logic embedded in various array blocks.

4-4. Summary

The three examples above illustrates several ba-
sic ideas in the assertion test generation. We sum-
marize the ideas below.

Address Marching For a boolean expression in-
volving symbolic address comparison, one of
the address marching algorithms will be used.

Data Marching For a boolean expression in-
volving symbolic data comparison, a data
marching algorithm will be used.

Control Logic For an assertion involving neither
address nor data comparison, patterns are
generated independently to cover all paths in
the assertion tree.

Single Address Space For an assertion involv-
ing only one symbolic address, the address
space are enumerated for a set of randomly
selected ones.

Random Filling For other part of an assertion,
usually random filling values are used.

These ideas are simple but sufficient to allow
automatically generating tests from assertions for
a wide range of array designs. Note that in all
examples above, test generation involves using in-
dependent read and write procedures. Timing
and control information for read and write can
usually be extracted from their corresponding as-
sertions (and the corresponding assertion proce-
dures). From that, read and write “test proce-
dures” for test generation can be pre-constructed
before the actual test generation process starts.

Assertion specifications are translated directly
into C programs which can be executed to pro-
duce test patterns based upon the techniques de-
scribed. There are designs which do not perfectly
fit into the test generation model. For example,
content addressable arrays whose read operation
is different from static RAM and whose assertion
may require special encoding [11] requires more
sophisticated analysis of the assertion tree. An-
other example is arrays which allow parallel read
and write at a single clock cycle. This generates
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extra complexity for address marching. For these
cases, manual tuning of generated patterns may
be needed.

5. Results

For large industry designs such as microprocessor
arrays, the single stuck-at fault model remains as
the most efficient and practical approach to ac-
cess test quality. While the excitation of manu-
facturing defects and design errors are unknown,
complete stuck-at fault detections guarantee ob-
servation of all sites in a circuit, which is required
to detect both defects and design errors. To as-
sess the quality of assertion test, we first evaluate
the tests with respect to stuck-at fault detection
at the transistor level.

5.1. Transistor Level Stuck-at Fault Results

EXP1 The array is a simple static RAM with
rather complex timing for speed optimization.
An additional rule is imposed such that a
write must precede with a read. Therefore, a
write procedure now contains both read and
write. This information can be extracted from
the timing and control procedure associated
with the assertion. Normal operations imply
a read and a write assertions.

EXP2 The array is a tag with 4 way structures
similar to that shown in Figure 5. Normal
operations are static read/write and tag load.

EXP3 The array is a tag with 8 way structures
plus an LRU control part as shown in Figure
7. Normal operations are static read/write,
and tag load with LRU replacement. For this
circuit, we focus on the LRU part.

Table 12 lists the number of faults in each ex-
periment. Note that faults on the memory cells
(tested by BIST) are not counted here. For all
experiments, ATPG tests (which were generated
from a commercial ATPG tool based on the gate
level test views after reasonably amounts of DFT)
are used for comparison. These tests achieve
95+% fault coverage for each design at the gate
level test view. In all case, assertion tests are gen-
erated in an incremental way (adding more tests
depending on the simulation results) but the final
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Table 10. Normalized Results of Detected Stuck-at Faults

Normalized Results
ATPG tests (D7)

Assertion tests (D2) | (D1 N D2)/Di

Detected

% of Detection By The Other
(D1 n DQ)/Dz

EXP1 1 1.24
EXP2 1 1.29
EXP3 1 1.07

99.7% 80.1%
80.8% 67.2%
99.6% 95.4%

Table 11. Normalized Results of Detected + Potentially Detected Stuck-at Faults

Detected + Potentially Detected

Normalized Results

% of Detection By The Other

ATPG (DPy)  Assertion tests (DP2) | (DPLNDP)/DP1  (DPyNDPy)/DPy
EXP1 1 1.23 99.9 % 81.1%
EXP2 1 1.85 100.0% 54.1%
EXP3 1 1.08 100.0% 93%

Table 12. Number of Faults

Total Faults

EXP1 2309
EXP2 7930
EXP3 43290

test length does not exceed the size of the ATPG
test set.

The faults are classified into three categories:
Detected, Potentially Detected, and Undetected.
Detected fault and undetected fault is defined as
usual. A potentially detected fault is the one
where in the faulty circuit, some outputs show the
unknown value X while in the good machine they
are constants (0 or 1). This usually occurs at the
transistor level. Potentially detected faults can be
caused by stuck-at faults at control lines. For ex-
ample, a stuck-at zero at the write enable line to
a cell will cause the cell content to be always X.

Results are presented in Table 10 and Table 11.
In each table, the left two columns present nor-
malized results with respect to the fault coverages
from the ATPG tests. Take the result for EXP1 in
Table 10. The 1.24 means that if the fault cover-
age from the ATPG tests is f%, the assertion tests
improve it to 1.24 f%. The right two columns show
the percentage of faults detected by one which
is also detected by the other. For example, for
EXP1 in Table 10, 99.7% of those faults detected

by the ATPG tests are also detected by the as-
sertion tests. Conversely, only 80.1% of the faults
detected by the assertion tests are detected by the
ATPG tests. Table 11 shows similar results based
on both detected and potentially detected faults.
Notice that in EXP2 and EXP3, all detected and
potentially detected faults by the ATPG tests are
detected or potentially detected by the assertion
tests, but the reverse is not true. Therefore, as-
sertion tests do provide extra fault detections in
additions to those given by the ATPG tests. These
results clearly demonstrate the superiority of the
assertion tests.

5.2. Design Error Results

To evaluate the quality of assertion tests with
respect to design error detection, experiments are
performed to assess design error coverages based
on the logic design error models in [1]. Prelimi-
nary results are also reported in [15].

For the experiments, an eight-way set associa-
tive tag array design is selected. The control logic
surrounding the memory core consists of around
5500 gates. Since memory core is constructed in
a regular way and is usually not a major concern
for verification, design errors are injected only in
the surrounding logic.

Two sets of 1023 design errors were randomly
injected for the two experiments at the gate level,
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Table 13. Results of Design Error Detection

15

| ATPG Tests  Assertion Tests
# of Test Vectors 1263 682
Design Errors Detected EXP 1 728 965
Design Errors Detected EXP II 809 932

denoted as EXP I and EXP II. These design er-
rors include extra inverter, extra wire, wrong wire,
gate substitution, extra input, etc. as shown in [1].
When an injection is done, an error type is ran-
domly picked. Design error coverages are obtained
for ATPG tests and for the assertion tests.

Table 13 shows the comparison of design error
detection by the two test sets. It is clear that the
assertion tests outperform the ATPG tests. Note
that all undetected errors are redundant. This can
be proved by using the ATPG tool or by manually
showing that it is impossible to detect the errors.

6. Conclusion

Test generation for embedded arrays has been a
major challenge in test and verification of micro-
processors. Due to the size and complexity of the
array designs and the weakness of ATPG tools,
extensive DFT works are required to avoid dra-
matic fault coverage loss. Sometimes, such at-
tempts failed and DFT engineers had to decom-
pose the design, generate partial tests, and manu-
ally combine them in order to achieve a very high
coverage. The whole process was very tedious and
inefficient. Moreover, the DFT process which in-
volves modifying the gate level test view imposes
an extra burden on the verification.

At Somerset, time to market is always a crucial
factor to our success. Test generation for arrays
was one of the bottleneck in our design process. To
speed up the process, we had to develop a novel
methodology.

In this paper, we have described a novel
methodology to generate tests directly from the
high level assertion specification. Assertion speci-
fication is originally for the purpose of STE formal
verification, which are used to verify the correct-
ness of both RTL view and schematic view.

By generating tests directly from the assertion
specification, we eliminate the need to create gate
level test view and the tedious DFT efforts. In ad-
dition, assertion tests are more functionally mean-
ingful than ATPG tests with respect to design er-
ror debugging. To evaluate the quality of this new
approach, we compare the results based on both
stuck-at faults and logic design errors. Our exper-
imental results demonstrate that assertion tests
are superior to ATPG tests for both test (detect-
ing defects) and verification (detecting design er-
rors) purposes.
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